Identifying & Resolving IT Threats
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Resolving IT threats requires an effective risk mitigation strategy.

Bank customer and financial information continue to be at risk, identity theft remains a
significant problem, and demonstrating compliance through a successful Information
Technology examination can prove quite a challenge. Identifying IT threats involves a
comprehensive IT risk assessment that considers threats from both insiders and outsiders,
as well as your Information Security Program, which documents the controls management
has established to mitigate the risks/threats to an acceptable level.

This webinar will provide a comprehensive framework to understand and categorize IT
threats. Learn an innovative approach to perform a gap analysis of where your bank is,
versus where it should be. The speaker will demonstrate how an effective risk assessment
looks, and how the decisions made during the process should be documented into your
bank’s Information Security Program, including risk assessment, asset management,
business continuity, pandemic preparedness, penetration testing, vulnerability assessment,
and IT audit.

Continuing Education: Attendance verification for CE credits provided upon request.

HIGHLIGHTS

o Step-by-step process to identify and resolve IT
threats

e Insider and outsider threats

o Evolving and emerging threats

o Performing a gap analysis

e Conducting an IT risk assessment

e« Documenting a comprehensive information
security program

o Developing arisk mitigation strategy

e Scoping the program

e« Remediating IT threats

e Prioritizing controls that will remediate IT
threats




WHO SHOULD ATTEND?

This informative session is designed for presidents, heads of operations, IT officers, risk
officers, IT Committee members, information security officers, and board members.

MEET THE PRESENTER
Dr. Kevin Streff
Secure Banking Solutions
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